[image: image1.png]



 TERMS OF REFERENCE 

Consultant on “Data security and data confidentiality and conducting relevant training for Agency on Statistics staff”
	TERMS OF REFERENCE (to be completed by Hiring Office)

	Hiring Office:
	UNFPA TAJIKISTAN

	Purpose of consultancy:
	I. Introduction

Population and Housing Census (PHC) is important source of the information to track SDGs as 98 out of 232 SDG indicators required population data. In addition, conducting PHC will contribute to SDG 17.18.1: Proportion of sustainable development indicators produced at the national level with full disaggregation when relevant to the target, in accordance with the Fundamental Principles of Official Statistics.

Tajikistan will conduct the third census, since gaining independence, on October 1-15, 2020. Agency on Statistics decided to employ mixing data collection methods: paper-based; tablet-based and internet-based. While AS has a wide experience on conducting PHC with paper-based questionnaires the challenges will raised with tablet-based and internet-based and employing three types of data collection simultaneously. 
All types of data collection have one advantage and constraints. The advantages of employing tablets are:

· Real-time quality control – implementation of built-in edits

· Improved questionnaire design – flexibility in space and language and supporting to respondents/enumerators

· Added features: integration with GPS, digital maps, help materials 

· Improved field management – real time monitoring

· Reduced time and possibility of reducing costs – no data capture, less time for editing/imputation
· Disseminating timely and reliable information

· Use of electronic data collection will reduce significantly item non-response compared to paper-based data collection, due to the automatic control of non-response and consistency checks during questionnaire completion

The constraints are: 

· Redesigning census processes

· High cost of equipment

· More time needed for preparation

· Sufficient technical expertise

· Data and system security

· Infrastructure constraints

· Data transfer considerations

Using Internet self-response as a collection mode (internet-based census) have also advantages and constraints.  

The advantages are:
· Improved coverage and data quality

· Potential cost saving

· Item non-response rate tends to be lower with the use of electronic data collection modes self-response via Internet, face-to-face interview with hand-held devices and telephone interview, compared to paper-based data collection methods

· Greater convenience and lower response burden

· Improved timeliness

· Protecting privacy

· Other benefits (environmentally friendly, generating a large amount of metadata)

The constraints are:

· Providing reliable linkage between household and location

· Coordination of multi-mode collection

· Developing systems infrastructure

· Protecting data security –portal may be crashed/respondent data may be corrupted or lost

· Extended collection period (hard to capture picture as at census day)

· Mode effect and non-response bias

· High initial cost

One of the major challenges mixed-mode data collection presents is the fact that people tend to give different answers to questions (especially of a sensitive nature) depending on the mode in which they are asked. Measurement differences typically result from either the design of the questionnaire and the wording of particular questions being asked of the respondents, or – in the case of face-to-face and telephone interviewing – the competence of the interviewer.

In general, there are some benefit of using multimode data collection, such as:

· improve coverage, in a cost-effective manner.
· reach people difficult to enumerate, such as people living alone, living in buildings difficult to access, foreigners, etc.

· Provide an alternative to people reluctant to participate in PHC

At the same time, there is huge challenge to employ multimode data collection:

· Lack of experiences

· Lack of trained staff

· Possible overlapping from one hand and under coverage on the other hand.

Thus, as a part of continuous capacity building and knowledge management effort UNFPA Country Office in Tajikistan initiate to support Agency on Statistics on multimode data collection and in response to address the challenges proposed Technical Assistants (TA) on: 

· Ensure data security and data confidentiality of collected data and conduct relevant training for AS staff  

	Scope of work:
(Description of services, activities, or outputs)
	II. Duties and Responsibilities of Consultancy
1. Overall data security and confidentiality

· Ensure overall data security and confidentiality throughout of all types of data collection and data transfer: paper-based, tablet-based and internet-based. 
2. Security monitoring and reporting
· Perform security monitoring and reporting, analyses security alerts and escalates security alerts to local support teams.
3. IT operations

· Provide security application and infrastructure-related projects to ensure that security issues are addressed throughout the PHC Process.

· Define security configuration and operations standards for security systems and applications, including policy assessment and compliance tools, network security appliances, and host-based security systems.

· Define and validate basic security configurations for operating systems, applications, networking and telecommunications equipment.

· Coordinate the development of information security disaster recovery test plans, testing, and documentation for each application.

· Coordinate the administration and logistical procedures for information security disaster recovery testing, and integration of all enterprise “critical” systems.

· Identify and coordinate resolution of recovery issues.

· Ensure recovery drills are performed and analyses performance.

· Provide responsive support for problems found during normal working hours as well as outside normal working hours.

4. Training

· Develop and deliver IT risk and security awareness and compliance training programs.

· Provide security briefing to advise on critical issues that may affect the client.

· Conduct knowledge transfer training sessions to security operations team upon technology implementation.
5. Coaching/mentoring
· Provides ongoing knowledge transfer to relevant AS staff on security products and standards.

· Coaches less-experienced relevant AS staff.
Notes: 
Candidate should indicate an applied position in Motivation Section of UNFPA Roster Application Form. 

A hired expert will execute own duties and responsibilities per ToR and coordinate own work with other three experts on logical and physical data model implemented in the centralized database, mobile-based questionnaire developer and web-based questionnaire developer whenever it is applicable/necessary to produce logically consistent products.    

	Duration and working schedule:
	III. Duration of work and the contract

· Number of working days: 50  

· Duration of the contract: May 30 – July 31, 2020

	Place where services are to be delivered:
	IV. Agency on Statistics  

	Delivery dates and how work will be delivered (e.g. electronic, hard copy etc.):
	V. The main deliverables are following:

· Developed program to ensure data security and confidentiality and conducted relevant training for AS staff and cleared by Deputy Director of AS

	Monitoring and progress control, including reporting requirements, periodicity format and deadline:
	VI. Monitoring and progress control

Consultant’s performance will be evaluated against the following criteria: timeliness of the deliverables, clarity of presentations, responsibility, initiative, communication, and quality of the products delivered.

The payment schedule has been specified as follows based on the timeframe of the deliverables: 

№

Deliverables

Payment

Timeframe

Upon acceptance of the First Draft of Report and developed program on data security and confidentiality by UNFPA and AS on delivered services 
50%
June 30, 2020
Upon acceptance of the Final Report and developed program on data security and confidentiality by UNFPA and AS on delivered services
50%

July 31, 2020

Notes: The languages of the Report can be either in Tajik or Russian. Preparation of the Report in English would be an asset.
	

	Supervisory arrangements:
	VII. Supervisory arrangement

UNFPA Program Analyst on Population and Development and Deputy Director of Agency on Statistics

	Expected travel:
	n/a 

	Required expertise, qualifications and competencies, including language requirements:
	VIII.  Competencies

· Demonstrated strong IT and writing skills and excellent presentation and conducting training skills
· Reliability and timeliness in keeping deadlines and delivering high quality services

· Demonstrates integrity by modelling the UN’s values and ethical standards 

· Familiarity with UNFPA operations will be advantage and promotes the vision, mission, and strategic goals of UNFPA 

· Developing People/Fostering Innovation and Empowerment 

· Communication information and ideas and knowledge sharing 

· Self-Management, emotional intelligence, conflict management, negotiating and resolving disagreements 

· Analytical and Strategic Thinking

· Results Orientation/Commitment to Excellence

· Must be committed to respecting deadlines of delivery outputs within the agreed timeframe. 

IX. Required Skills and Experience 

Education:

· Master’s Degree or higher in Computer Science, Information Systems or other related field, or equivalent work experience

Experience:
· Minimum 7 or more years of increasingly responsible professional experience in data protection/confidentiality, combined IT and data security and legal compliance work experience.
· In-depth knowledge of security issues, techniques and implications across all existing computer platforms.

· Knowledge of data processing operations

· Familiarity with network security systems

· Ability to handle confidential information

· Ethical, with the ability to remain impartial and report all noncompliance

Languages:

· Be fluent in Tajik and Russian with strong writing skills. Knowledge of English is an asset 

	Inputs / services to be provided by UNFPA or implementing partner (e.g support services, office space, equipment), if applicable:
	n/a



	Other relevant information or special conditions, if any:
	n/a


